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SMART

QUALIFIED SERVICE ORGANIZATION/BUSINESS ASSOCIATE

AGREEMENT

               This Agreement is entered into by and between the Institute for Governmental Service & Research (IGSR) of the University of Maryland, College Park and the [Insert Program Name and Address]  (the PROGRAM). 

I.  Background


WHEREAS, pursuant to an agreement between IGSR and the Maryland Alcohol and Drug Abuse Administration, IGSR operates an electronic information management system (SMART) that is available for use by various entities, including alcohol and drug abuse treatment programs; and 


WHEREAS, PROGRAM is an alcohol and drug abuse treatment program that utilizes the information management services provided by IGSR through SMART; and 


WHEREAS, in connection with those services, PROGRAM information entered into SMART by PROGRAM may include patient information that is subject to protection under federal laws governing the confidentiality of alcohol and drug abuse patient records and/or protected health information; and 


WHEREAS, the parties desire to comply with applicable requirements for the confidentiality of alcohol and drug abuse patient records and/or protected health information;


NOW, THEREFORE, the parties agree as follows with respect to SMART operations:  

II.  General
1.
All information and data from the PROGRAM is owned by the PROGRAM.

2.
IGSR acknowledges that in receiving, storing, processing or otherwise dealing with any

information received from the PROGRAM identifying or otherwise relating to the clients in the PROGRAM, it is fully bound by the provisions of the federal regulations governing Confidentiality of Alcohol and Drug Abuse Patient Records, 42 CFR Part 2 (42 CFR) and/or the Health Insurance Portability and Accountability Act, 45 CFR Parts 142, 160, 162 and 164 (HIPAA), to the extent such regulations respectively apply to such PROGRAM information (“Protected Client Information”or “PCI”); and IGSR may not use or disclose PCI except as permitted or required by this Agreement or by law.
3.
IGSR agrees, if necessary, to resist in judicial proceedings any efforts to obtain access to PCI covered by 42 CFR, except as provided for in those regulations.

4.
PROGRAM acknowledges that, as an alcohol and drug treatment provider, it is fully bound by the provisions of the 42 CFR and/or HIPAA, to the extent such regulations respectively apply to such PROGRAM PCI; and PROGRAM will not use or disclose such PCI via SMART except as permitted or required by law; nor will PROGRAM request or require IGSR to use or disclose such PCI except as permitted or required by law.  

5.
IGSR acknowledges that in receiving, storing, processing or otherwise dealing with any

Criminal History Records Information (CHRI) in SMART from any source including

PROGRAM, it is fully bound by the provisions of the federal regulations governing

Criminal Justice Information Systems, 28 CFR, Part 20; Criminal Procedure Article,

Subtitle 10 (Criminal Justice Information System), ACM; and COMAR 12.15.01.01‑16

(Criminal Justice Information System Central Repository).

6.

PROGRAM acknowledges that in receiving, or otherwise dealing with any CHRI

contained within SMART, the PROGRAM is fully bound by the provisions of the federal

regulations governing Criminal Justice Information Systems, 28 CFR, Part 20; Criminal

Procedure Article, Subtitle 10 (Criminal Justice Information System), ACM; and

COMAR 12.15.01.01‑16 (Criminal Justice Information System Central Repository).

7.
If PROGRAM is not an authorized criminal justice agency, PROGRAM

acknowledges that it may have terminal access through SMART only to current CHRI data

which pertains only to the offense(s) for which the individual is currently under

supervision by a criminal justice agency.

8. 
Program has obtained, or will obtain, from individual clients any consents, authoriztions and/or other permissions necessary or required by applicable law(s) to allow IGSR and PROGRAM to fulfill their obligations under this Agreement and/or underlying SMART operations.

9.
PROGRAM will promptly notify IGSR in writing of any arrangements and/or restrictions regarding the use and/or disclosure of PCI to which PROGRAM has agreed that may affect IGSR’s ability to perform its obligations under this Agreement and/or underlying SMART operations.

10.
PROGRAM will promptly notify IGSR in writing of any changes in or revocations of any permission by a client to use and/or disclose PCI, if such changes or revocation might affect IGSR’s ability to perform its obligations under this Agreement and/or underlying SMART operations.

11. 
Nothing express or implied in the Agreement is intended to confer, nor shall it confer, any rights or remedies whatsoever upon any person or entity other than the parties to the Agreement. 

12.
This Agreement shall be governed and construed in accordance with the laws of the State of Maryland.

III.  HIPAA

1.
The following provisions apply only to the extent that PROGRAM is a Covered Entity subject to HIPAA and only to the extent that its PCI contains protected health information covered by HIPAA: 

a.  
IGSR agrees to use appropriate safeguards to prevent the use or disclosure of PCI other than as provided for in this Agreement. 

b.
IGSR agrees to implement administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of electronic PCI. 

c. 
IGSR agrees to report to PROGRAM, in a reasonable time and manner, any use or disclosure of PCI in violation of this Agreement of which it becomes aware.  IGSR agrees to report to PROGRAM, in a reasonable time and manner, any security incident involving electronic PCI of which it becomes aware. IGSR agrees to mitigate, to the extent practicable, any harmful effect that is known to IGSR of a security incident and/or a use or disclosure of PCI by IGSR in violation of this Agreement.


d.
IGSR agrees to require that any IGSR agent, including a subcontractor, to whom IGSR provides the PCI received from the PROGRAM, or created or received by the IGSR on behalf of the PROGRAM, agrees to the same restrictions and conditions that apply through this agreement to IGSR with respect to such information.


e.
(1)  To the extent IGSR possesses PCI that constitutes a Designated Record Set under HIPAA, IGSR agrees, at PROGRAM’s sole cost and expense, to:  (i) make available, in a reasonable time and manner, such PCI as necessary for PROGRAM to meet the requirements of 45 C.F.R. 164.524 which provides patients with the right to access and copy their own protected health information;  and (ii) make such PCI available for amendment as directed or agreed to by PROGRAM pursuant to 45 C.F.R.§164.526.  In the event a client requests access to PHI in a Designated Record Set directly from IGSR, NDCHealth shall forward such request to the PROGRAM in a reasonable time and manner.   PROGRAM shall be solely responsible for responding to such requests, including but not limited to, any denials of access to or amendment of  the client’s protected health information  


Notwithstanding the above, nothing in this provision is intended to prevent IGSR from releasing PCI in response to a client’s valid consent or authorization.


(2)  Notwithstanding the foregoing, the parties agree that IGSR does not, and shall have not obligation to, maintain and Designated Record set on PROGRAM’s behalf.

f.
IGSR agrees to make available, in a reasonable time and manner, its internal practices, books, and records, including any policies and procedures, relating to the use and disclosure of PCI received from PROGRAM, or created or received by IGSR on behalf of PROGRAM, to the Secretary of the Department of Health and Human Services for purposes of the Secretary determining PROGRAM’s compliance with HIPAA.


g.
IGSR agrees to document any disclosure of PCI by IGSR, and information related to such disclosures, as would be required for the PROGRAM to respond to a request by an individual for an accounting of disclosures in accordance with 45 C.F.R.§164.528.  At PROGRAM’s sole cost and expense, IGSR agrees to provide PROGRAM with such documentation, in a reasonable time and manner, so as to permit PROGRAM to respond to a request by an individual for an accounting of disclosures in accordance with 45 C.F.R. §164.528.

IV.  Termination

1.
Upon PROGRAM’s knowledge of a material breach or violation of this Agreement by IGSR, PROGRAM will either:  a.  Provide an opportunity for IGSR to cure the breach or end the violation, and terminate this Agreement if IGSR does not cure the breach or end the violation within  a reasonable time specified by PROGRAM; or b. immediately terminate this Agreement if PROGRAM reasonably determines that IGSR has breached a material term of this Agreement and cure is not feasible.

2.
This Agreement will automatically terminate when the underlying SMART arrangement terminates.

3.
Except as provided in paragraph 4, below, upon termination of this agreement for any reason, at the PROGRAM’s sole cost and expense, IGSR shall return or destroy all CHRI and HIPAA covered PCI received from PROGRAM, or created or received by IGSR on behalf of  PROGRAM.  IGSR shall retain no copies of the CHRI or PCI.

4.
In the event that IGSR determines that returning or destroying the CHRI  or HIPAA covered PCI is not feasible, IGSR shall notify the PROGRAM of the conditions that make return or destruction infeasible. Upon notification that the return or destruction of such PCI is not feasible, IGSR shall extend the protections of this Agreement to such PCI and limit further uses and disclosures of the information to those purposes that make the return or destruction infeasible, as long as IGSR maintains the information.

Executed this _____ day of _______________, 2009.

[INSERT PROGRAM NAME ]
  ____IS or ____IS NOT  a “Covered Entity” under HIPAA






   (Check one, as appropriate)

 


By:_________________________________

Program Director

By:_________________________________

Robin Parker-Cox, Ph.D. or Designee

Director

INSTITUTE FOR GOVERNMENTAL SERVICE & RESEARCH
University of Maryland, College Park


